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Updates
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Future Work Plan

Survey on Source Address Validation Deployment



https://github.com/thudragonlab/source-hijacking-detection

https://github.com/thudragonlab/bgpwatch-frontend

https://github.com/thudragonlab/bgpwatch-backend

https://github.com/thudragonlab/bgp-analysis

Open Source

https://github.com/thudragonlab/source-hijacking-detection
https://github.com/thudragonlab/bgpwatch-backend
https://github.com/thudragonlab/bgpwatch-backend
https://github.com/thudragonlab/bgp-analysis


Open API

• /get_event_by_condition

• /get_event_detail



Support searching by continent, economy, AS

Bogon IP Address Detection



Propagation of the Bogon IP Address



Consistency of Prefixes in RIR and ROA

1. Consistency between Prefix Advertisement and RIR? Match/Not Match

2. Consistency between Prefix Advertisement and ROA? Match/ Invalid/ Not found



R&E ASes Transit Through Commercial ASes

"prefixes" : [
"80.73.144.0/21",
"80.73.156.0/22",
"185.190.240.0/22",
"80.73.152.0/23"

],
Real Routing Path: "20130 6939 
766 34511",

There exist R&D path:20130 22335 11537 20965 766, but the 

path with commercial AS 6939 is used.

6939

R&E AS and Prefix :
https://bgp.nsrc.org/REN/GEANT/bgp.ipv4
https://bgp.nsrc.org/REN/GEANT/bgp.ipv6

https://bgp.nsrc.org/REN/GEANT/bgp.ipv4
https://bgp.nsrc.org/REN/GEANT/bgp.ipv4
https://bgp.nsrc.org/REN/GEANT/bgp.ipv6


Commercial ASes Transit Through R&E ASes

AS25091, AS39057 are commercial ASes.

AS2603, AS21320, AS1853 are R&D Ases.



1. Select anchor server for the prefix/subprefix

2. Select looking glass vantage point from affected ASes and unaffected ASes.

3. Check reachability during attack and after attack. Ping? Tracert?

4. Hijack? Traffic Engineering? Multihoming? IP address Renting?

5. Is it the same Server?  TTL feature?

Hijack Detection through Data Plane Probing
Still Under Developing 



Router Jitter

• The advertisement and withdraw messages are received frequently.

• If this will harm internet performance?

• We may conduct some data plane testing in the future.



Objectives Work Plan Tentative Timeline

Develop an integrated Looking Glass 

platform

Find obscure Looking Glass VP regularly Dec. 2023 Done

Develop integrated Looking Glass platform Feb. 2024 Done

Develop Looking Glass API Mar. 2024 Done

Use Looking Glass to further check 

routing hijacking at the data plan

Develop data plan detection method and decision 

algorithm 
June 2024 Ongoing

Integrate the algorithm to the system Aug. 2024

Implement  path hijacking detection and 

routing leak detection methods

Develop path hijacking detection method Nov. 2024

Develop routing leak detection method Jan. 2025

Continue to maintain and fix bugs in the 

BGPWatch platform 
Continually test and get suggestions from user

Throughout the entire 

project duration

Continue community development and 

engagement, and international 

collaboration

The second phase of the project (Dec.06, 2023 – June 06, 

2025 (18 months))

Welcome new partners to join!

Throughout the entire 

project duration

Future Work Plan



Source Address Validation

• Source address validation (SAV) is one important way to mitigate source 
address spoofing attacks in the data plane. 

• We are conducting large-scale SAV 
deployment probing.

Global IPv4 vulnerability to spoofing attacks 

(darker colors are more secure)

• As defined in MANRS Action 2: Prevent 

traffic with spoofed source IP addresses –

Filtering:

• A network operator should implement a 

system that enables source address validation 

for their own infrastructure and end users, 

and for any Stub Customer Networks. This 

should include anti-spoofing filtering to 

prevent packets with an incorrect source IP 

address from entering or leaving the network.



SAV Deployment Survey

• Survey Link: 
https://www.survio.com/survey/d/E4V1T2S9X9W6N0X5I

https://www.survio.com/survey/d/E4V1T2S9X9W6N0X5I


SAV Deployment Survey



SAV Deployment Survey



SAV Deployment Survey



Comments and Suggestions?

Contact us at: 
sec@cgtf.net

mailto:sec@cgtf.net
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