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Project Information

• Name:   Developing a Collaborative BGP Routing Analyzing and Diagnosing Platform

• Date:     Feb.24, 2022 – Aug.23, 2023 (18 months)

• Co-PI:   Jilong Wang (CERNET, CN)

Chalermpol Charnsripinyo (ThaiREN, TH)

Simon Green (SingAREN, SG)

• Funding: 

• USD150,000 (APNIC Foundation)

• USD69,660 (in-kind contribution from Tsinghua Univ., China)

• Objectives

• Build a collaborative community for enhancing the capacity of NRENs' network operation and measurement

• Establish a distributed BGP routing monitoring platform and a looking glass platform in the Asia-Pacific 
region

• Deploy a BGP hijacking detection and mitigation system and analyze the robustness of routing in the Asia-
Pacific region

• Share knowledge and experience globally



Partnership

• 19 Partner Organizations (listed alphabetically)
• AARNET(AU)
• APAN-JP(JP)
• BdREN(BD)
• CERNET(CN)
• DOST-ASTI(PREGINET)(PH)
• ERNET(IN)
• Gottingen University(DE)
• HARNET(JUCC, HK)
• ITB(ID) 
• KREONET(KR)

• Keep open till June, 2023

• LEARN(LK)
• MYREN(MY)
• NREN(NP)
• PERN(PK)
• REANNZ(NZ)
• SingAREN(SG)
• Surrey University(UK)
• ThaiREN(TH)
• TransPAC(US, APAN/GNA-G Routing WG)
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Detailed Technical Committee Work Plan Tentative Timeline

Timeline Discussion on Timeline May

Project Web 
Site

Requirements/Design May

Partner’s information May

Setting up project website May

BGP Routing 
Information 
Sharing

Requirements/Design(email, slack) May-June

Document info (How to implement, what partners need to do) May-June

Implement the peering (meeting, email, slack) May- Continuously

Looking Glass 
Platform 

Requirements/Design(email, slack) August

Document info (How to implement, what partners need to do)

Implement the connection with LG platform(meeting, email, slack)

Hijack 
Detection 
and 
Mitigation

Problem and requirement sharing (meeting, email, slack) June

Confirm first stage functions July

Iterative feedback & development July 2022 – July 2023

Research Discussion on research topic, paper, technical document July 2022 – July 2023

Knowledge 
Sharing

Any topic partners interested in , e.g. Problems, RPKI, BGPSEC, 
MANRS

regularly



ProjectWeb Site https://bgper.net



CGTF-RIS: Route Information Sharing
⚫ Collecting server：Use routing FRR[2] to simulate a real BGP router

⚫Border routers: Connect with the collecting server by BGP peering

⚫ Feature: Lively Advertise Routing Announcements 

Internal router

Border router

Collecting server

AS2 AS3
BGP

AS1

Collecting server

Border router

Internal router

Periodically export BGP routing 

information in MRT format
database

Download and use the bgpdump[3] tool 

to parse the metadata via HTTP

Users

Lively Advertise Routing Announcements through Web Socket 
(withdrawal/announcement)



BGP Route Information Sharing

AS 7660(APAN-JP)

AS 63961(BDREN) 

AS 4538(CERNET)

AS 3662(HARNET) 

AS 4796(ITB) 

AS 17579(KREONET) 

AS 38229(LEARN) 

AS 24514(MYREN) 

AS 38022(REANNZ) 

AS 23855(SINGAREN)

AS 3836(ThaiSARN) 

We have established BGP session with 11 partners.

Data can be accessed at https://bgp.cgtf.net

Configuration manual can be accessed at

https://www.bgper.net/index.php/document/

https://bgp.cgtf.net/
https://www.bgper.net/index.php/document/


• https://lg.cgtf.net

• Open Source:

• https://github.com/gmazoyer/
looking-glass

• 6 Education & Research 
network joined

• 5 commands

• Query speed limit for 
security

• More partners is welcomed

CGTF Looking Glass

NRENs’ contribution:

CERNET, ThaiREN, BdREN, SingAREN, MYREN,LEARN

https://lg.cgtf.net/


• https://bgpwatch.cgtf.net

• Knowledge-based real-tIme BGP hIjacking Detection System

• Public BGP event reporting servcie

• Based on MOAS(subMOAS) 

• Exclude legal MOAS by using domain knowledge and rules（ROA，IRR，AS relationship etc)

BGP Routing Monitoring and Analysis 
--BGP Watch 

https://bgpwatch.cgtf.net/


• 截屏2022-07-31 下午7.17.42

• 截屏2022-07-31 下午7.18.17

DashBoard --Basic Info



IPv4 Key Peers Information



IPv6 Peers Information

https://bgpwatch.cgtf.net



Routing Path Search

Return paths of  all sub networks and super networks of the input prefix.

Group Prefixes with the same routing path .



Register and Subscribe AS



Send Alarm Email to Subscriber



• New routing information brought by our CGTF routing Information
sharing platform

• Is peering relationships among NREN fully utilized?

• How about the resilience of the region network?

Research Topic



Research Topic

Welcome partners to join in this work



Intra-region  resilience

Color and size represent cone size of the AS



• Where the data is stored?
• BGP sharing platform:  Cloud server in Singapore

• BGPWatch:  Cloud server in Hongkong

• Looking Glass:  Cloud server in Hongkong

• Will peering harm my network?
• We use open software routing FRR[2] to simulate a real BGP router and it 

won’t send routing anouncement.

• Will sharing routing information harm my network?
• Routeviews and RIPE RIS are two most famous RIS sharing platform.

• Our policy doesn’t permit ssh/telnet access from other network
• Such as SingAREN, they use a VM to simulate a router, and peer with their 

real router. Then our looking glass access to the VM.

Some Concerns



Future Work

• Improve prefix hijacking detection algorithm

• Develop path hijacking detection function

• Support user registration and send alarm message to the victim

• Continue on the research topic



Project Secretariat and Contact

• Web Site
• https://bgper.net

• International Coordination  
• Ms.Weiqi Zhao        zhao-wq@tsinghua.edu.cn

• Technical Contact:                   
• Ms.Linmei Zu           zulinmei@tsinghua.edu.cn

Welcome to join us!

Please contact us at:



SHARES


